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DANIEL J. BRODERICK, Bar #89424
Federal Defender
JEFFREY  L. STANIELS, Bar #91413
Assistant Federal Defender
BENJAMIN D. GALLOWAY, Bar # 214897
Assistant Federal Defender
801 I Street, 3rd Floor
Sacramento, California 95814
Telephone: (916) 498-5700

Attorneys for Defendant
HARRISON JACK

IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF CALIFORNIA

UNITED STATES OF AMERICA,

Plaintiff,

v.

HARRISON ULRICH JACK; LO CHA
THAO; LO THAO; HUE VANG; 
CHONG YANG THAO; SENG VUE;
CHUE LO; NHIA KAO VANG; DAVID
VANG; JERRY YANG and THOMAS
YANG.

Defendants.
______________________________

)
)
)
)
)
)
)
)
)
)
)
)
)
)

NO. CR-S-07-0266 FCD

DEFENDANTS’ REPLY TO GOVERNMENT’S
OPPOSITION TO MOTIONS TO SUPPRESS
EVIDENCE SEIZED UNDER THE PURPORTED
AUTHORITY OF SEARCH WARRANTS AND
WARRANTS AUTHORIZING THE SEARCH OF
PREVIOUSLY SEIZED ELECTRONIC MEDIA 

Date:   February 28, 2011
Time:   1:30 p.m.
Judge:  Hon. Frank C. Damrell, Jr.

The government has filed its opposition, CR 606, to the motion to suppress and request for Franks

Hearing, CR 557, filed by counsel for defendant Youa True Vang (joined by other defendants including

Harrison Jack) and its opposition, CR 610, to the motion to suppress, CR 556, filed by Harrison Jack on his

own behalf (joined by other defendants).  

Harrison Jack hereby files this reply in connection with CR 556 and 557, the motions to suppress

evidence seized under the authority of search warrants.  While, as the government notes in its opposition to

CR 557, see CR 606 at 109, an agreed upon disposition as to Youa True Vang moots issues raised in CR 557

as to Youa True Vang, the issues addressed therein are not necessarily moot as to other defendants. Therefore,

Harrison Jack hereby incorporates the arguments made on behalf of Youa True Vang as to the invalidity of

search warrants to the extent they support the court’s determination to hold a Franks hearing, to the extent

they may apply to the post-hearing determination of the validity of the warrants for Mr. Jack’s residence and
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 The orders apply to: (1) Motion to Suppress Fruits of Illegal Wiretaps [Docket # 543]; (2) Motion to1

Dismiss for Outrageous Government Conduct [Docket # 555]; (3) Motion to Suppress Evidence
Obtained Pursuant to Execution of Search Warrants [Docket # 556]; and (4) Motion to Suppress
Evidence Gathered as a Result of False Affidavits Supporting Search Warrants [Docket # 557].”
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to the later warrant for the search of computer media, and to the determination of any additional matter (such

as credibility determinations) which may apply to Mr. Jack’s situation.

In addition to the just mentioned oppositions, the government has also filed a total of 67 exhibits “In

Support of Oppositions to Various Defense Motions” CR 602-605. We note at the outset that none of these

exhibits are cited in CR 610, the opposition to the motion filed by Mr. Jack. Furthermore, no declarations have

been filed to support claims made by the government’s lawyers that their agents acted in good faith reliance on

the warrants, that representations in the warrant affidavits were true and accurate, or that the affidavits

contained no intentionally or recklessly made misrepresentations or omissions.

Perhaps because the government filed its oppositions before the court entered its minute orders, CR

614 & 615, setting several of the defendants’ motions for evidentiary hearing , the submissions are not framed1

in a manner which is focused on defining the issues, scope, or contours of the hearing.

1.  Standard of Review

The government notes that a deferential standard of review applies in the usual case of a magistrate's

decision to issue a search warrant.  However, resort to that standard is premature in light of the court's

scheduling of a Franks hearing.  That is so because a district court's determination of probable cause in a case

with a redacted affidavit is reviewed de novo. United States v. Barajas-Avalos, 377 F.3d 1040, 1058 (9th Cir.

2004) (reviewing de novo whether probable cause exists after tainted information has been redacted from an

affidavit).  United States v. Elliott, 322 F.3d 710, 714 (9th Cir. 2003), cert. denied, 540 U.S. 862

(2003)(reviewing de novo whether probable cause is lacking because of alleged misstatements and omissions

in the affidavit); United States v. Bowman, 215 F.3d 951, 963.5 n.6 (9th Cir. 2000).  Review and selection of

the appropriate standard of review therefore must await completion of the hearing and consideration of the

evidence as it exists at that time.  In that context "A finding of probable cause is reviewed de novo, but

findings of fact are reviewed for clear error.” United States v. Vesikuru, 314 F.3d 1116, 1122 (9th Cir. 2002).

2.  Standing

The government's argument that Mr. Jack has not established "standing" to challenge any searches or

seizures is frivolous; the records of this case and the very cases cited by the government in its standing

argument establish Mr. Jack’s entitlement (and that of co-defendant Lo Cha Thao) to challenge the searches of
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their homes and the seizure of items of personal property therein.  Whether the records of this case establish

for every other defendant whose home was searched and whose effects were seized the same entitlement to

challenge the validity of that action is unclear because the only affidavits filed with the court are those utilized

in connection with the Jack and Lo Cha Thao residential searches and seizures. See and compare, CR 2:07-

sw-150 (Lo Cha Thao) & 153 (Harrison Jack) with CR 2:07-sw-151 (Lo Thao),154 (Chong Yang Thao), 156

(Nhia Kao Vang), 162 (Jerry Vang), 163 (Hue Vang), 164 (Chu Lo), 165 (Seng Vue), and 172 (David Vang)

Mr. Jack noticed his motion to suppress, CR 556, by moving to suppress evidence obtained as the

result of (1) the execution of a search warrant "...at Mr. Jack's residence in Woodland, California...", and "(2)

the later search of electronically stored data seized from Mr. Jack's residence..." CR 556, Notice of Motion at

[unnumbered pages] 1 & 2.  He then introduced his memorandum in support of the motion by asserting that

the government submitted an application and affidavit for a search warrant and obtained a warrant

authorizing a search of "Harrison Jack's residence in Woodland, California." CR 556, Memorandum of Points

and Authorities at 1.

Mr. Jack's assertion that governmental action was directed against him in the form of a search of his

own residence and the seizure of personal effects from within it which cited the government's application and

affidavit is all that is required to establish standing on his part.  That this is so is clear from the cases cited by

the government.

In United States v. Caymen, 404 F.3d 1196 (9th Cir. 2005), cited by the government, CR 610 at 59, the

court did not simply say that the parties asserting standing have the burden of proof as cited by the

government; the court also observed in the very next sentence together with supporting citations that a

defendant could prevail on appeal having failed to meet his burden below "[if] the record on appeal

independently demonstrates the requisite standing." 404 F.3d at 1199.

Likewise, in United States v. Long, 301 F.3d 1095, 1100 (9th Cir. 2002), the Court of Appeals

supported the very citation invoked by the government, (that a defendant is not "entitled to rely on the

government's allegations in the pleadings, or positions the government has taken in the case, to establish

standing." CR 610 at 59), with a pinpoint citation to United States v. Zermeno, 66 F.3d 1058, (9th Cir. 1995)

in which the Court made the assertion cited by the government and also explained it:

"A defendant is not entitled to rely on the government's allegations in the pleadings, or
positions the government has taken in the case, to establish standing. Id. The government's
assertions in its pleadings are not evidence. It was Zermeno's obligation to present evidence of
his standing, or at least to point to specific evidence in the record which the government
presented and which established his standing."
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 Since the evidentiary hearing, see n. 1, supra., includes the challenge to Mr. Jack’s motion to suppress2

evidence obtained by wiretaps on his telephones and a telephone used by Lo Cha Thao, the declaration
also contains an assertion that Mr. Jack a person aggrieved in that he was the subscriber and user of two
telephones that were the subject of electronic interceptions by the government, and that some
conversations he had with Lo Cha Thao were intercepted as the result of wiretaps placed on Lo Cha
Thao’s telephone.

4

Zermeno, supra. at 1062 (emphasis supplied).

Lastly, in Lujan v. Defenders of Wildlife, 504 U.S. 555 112 S.Ct. 2130 (1992), Justice Kennedy noted

that the obligation placed on a party asserting Article III standing varied with the posture of the case.  He

noted that while mere allegations might suffice at the pleading stage, at the summary judgment stage, "the

plaintiff can no longer rest on such "mere allegations," but must "set forth" by affidavit or other evidence

"specific facts,..." Id. at 561, 112 S.Ct. at 2137 (emphasis supplied). 

In this case Mr. Jack DID NOT rely merely on the government's pleadings or any position the

government took.  He relied on the evidence contained in the government's affidavit which is all that is

necessary in order to establish "standing." Caymen, supra.; Zermeno, supra., Lujan, supra.

Nevertheless, in an abundance of caution, attached hereto as Ex A is a declaration from Mr. Jack

confirming that he did live at the Woodland residence named in the challenged search warrant, that papers and

personal effects which belonged to him, including electronic media, were seized and subsequently searched .2

ARGUMENT

I.  The Search Warrant Affidavit Lacked Probable Cause to Believe The Items Listed 
     Existed, Would Be Found In Harrison Jack’s Home, or Were Linked in any Way 
     To the Alleged Crimes.

The government's opposition argues that there was probable cause to believe that evidence of crimes

would be found in Mr. Jack's home.  Opp. pp. 34-39.  

A.  Documents 

Included among the assertions in support of that argument, the government states as follows:

Second, as set forth in the affidavits, defendant Jack and
his co-conspirators, throughout the investigation, expressly
referenced documents related to or potentially related to the
coup. These referenced documents included: maps, operations
plans, transportation and travel, currency transactions, weapons
and inventory lists, photographs, a 501 non-profit account called
HERO (Hmong Emergency Relief Organization)15, budgets, envelopes
that contained contributions, the "proposal", blueprints, letters
and faxes. See Def. Ex. A ¶¶ 13, 16, 28, 29, 30, 32, 35, 41, 44,
52, 54, 56, 63, 79, 95, 106, 126, 128, 135, 152, 153, 154, 160,
169, 171.
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The use of a "See" cite is a red flag that these paragraphs do not in fact say what the government

implies they suggest.  Review of these paragraphs – the only "evidence" cited by the government that any

records exist or that any records would be found in Mr. Jack's residence – shows that there is no evidence that

records relating to the charges would be found in Mr. Jack's residence:

¶ 13:  The event occurred in Sept. 2006.  No mention of any documentation or evidence other than to a

resumé that was stated to have been supplied to the so-called defense contractor.

¶16:  No mention of any documentation or evidence relating to any crimes.  There is a reference to Mr.

Jack’s resumé and to California state office documents but these are to documents that the author of the

paragraph was looking at, not to anything that suggested relevance to items that might be found in the Jack

house. 

¶28:  Feb. 7, 2007.  Mr. Jack mentions agent would be provided with maps.  The warrant omits the

following exchange which occurred during the same meeting:

Jack:  Get Hue with the maps...
Agent:  Can I keep one of these maps?
Jack:  What can you leave behind for him?
Agent:  Yeah, what can you leave me?
Hue Vang:  I can leave this one here.
Agent:  Okay.  

TARNEGL041538-39. Nothing told to the magistrate supported an inference that any maps that existed were

in Harrison Jack's possession before or after the meeting on Feb. 7, 2007.

¶29:  Feb. 7, 2007.  The affidavit asserts that the Agent "...told JACK and General VANG Pao that he

needed to get an operational briefing from someone doing the operations planning for their insurgent

operation, as well as copies of the operations plan....JACK and Lo Cha THAO agreed to make these available

to the ATF UC."  There were no conversations of this nature involving General Vang Pao and Lo Cha Thao. 

Here is what was actually said:

Jack:  How --how do we close these – the – the planning, the op side of this thing as far as grid            
coordinates, meeting, you know, relationships, all that kind of stuff?
Agent:  I need a lat and a long as far as dropping anything from you.
Jack:  Okay.  All right.
Agent:  Including personnel.
Jack:  Okay.
Agent:  Drop them in all together.
Jack:  Okay, do you want to see that right now?
Agent:  Yes.
Jack:  Okay, let me have Hue come in.

TARNEGL041537-38.  The agent subsequently states to Hue and Mr. Jack:  "...this is good.  I need to – I'm
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going to start doing a little research on this, on the lat and longs of these areas so we can probably come to an

agreement on that." Id. at 041541.  This paragraph, then, does not suggest in any way that documents of any

kind would exist in Harrison Jack's house.

¶30:  February 7, 2007.  Although the paragraph asserts that the agent “produced a manila folder

containing a list of the prices...” which Mr. Jack and the Neo Hom members reviewed, it omits to tell the

magistrate that the single copy was given to Lo Cha Thao. TARNEGL041495.  Mr. Jack mentions “we’ve got

maps...they brought them. TARNEGL 041497 (And see ¶28 above).  No inference arises from this paragraph

that there are documents in Harrison Jack's possession or in his house.

¶32:  February 7, 2007.  Hue Vang (not Harrison Jack) was given a memory stick and reader.

¶35: February 15, 2007.  No mention of documents of any kind.  Mr. Jack says "they" not “he” were

“in motion and had budgeted...” and were doing fundraising.

¶41:  March 5, 2007.  Mr. Jack mentions he had set up a non-profit organization called HERO (Hmong

Emergency Relief Operation) “to support Whitewater [a Hmong refugee camp in Thailand] and other

refugees. [TARNEGL 041641].  Omitted from the agent's affidavit is Mr. Jack's statement that HERO was set

up "before this thing even came down" Id. and it was working “simultaneously.” [TARNEGL 041642] There

was no suggestion that HERO was at all connected with the potential arms purchase rather than as one facet of

helping the Hmong. This paragraph, then, provides no support for documentation relating to any crimes.

¶44:  March 5, 2007.  The agent provided a map of Laos to Mr. Jack.  Mr. Jack says he has been

"shown" an operation plan.  

¶52:  April 3, 2007.  No existing documents or evidence are mentioned. An agreement to meet in the

future so that the agent could supply Mr. Jack with “an updated” list is mentioned.

¶54:  April 5, 2007.  The only mention of documents is that Lo Cha Thao said that he had asked money

collectors to retain any envelopes containing checks so that Lo Cha Thao could later send thank you notes.

¶56:  April 11, 2007.  Mr. Jack requests that the agent provide him with an updated inventory list. 

Agent says he'll bring three copies, one for Mr. Jack and two for others.

¶63:  April 13, 2007.  Mr. Jack says he has notes of a morning meeting and that he has forwarded

copies of the inventory list the agent had given him.

¶79:  April 26, 2007.  Lo Cha Thao calls Mr. Jack and promises to bring a proposal to Mr. Jack for his

review.  There is no indication that this ever happened or that anything was left with Mr. Jack.

¶95:  May 4, 2007.  Lo Cha Thao promised to send Mr. Jack a fax by May 7.
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¶106:  May 7, 2007.  Mr. Jack promised he would fax a copy of an order to the agent the following

day, but the clear indication is Mr. Jack had not receive the fax as promised from Lo (see ¶ 95, above).

¶126:  May 9, 2007.  No documents or evidence are mentioned.

¶128:  May 9, 2007.  No documents or evidence are mentioned.

¶135:  May 9, 2007.  No documents or evidence are mentioned.  There is a reference to “destination

details” and “information” but both are in the context of things Mr. Jack would provide the agent in the future,

and so do not refer to documents or evidence that might be found in Mr. Jack’s house.

¶152:  May 12, 2007.  This conversation is between Jerry Yang and Lo Cha Thao.  There is no

mention of Mr. Jack.

¶153:  May 14, 2007.  This conversation is between Lo Thao and Lo Cha Thao.  There is no mention

of documents.

¶154:  May 14, 2007.  This conversation is between Chong Thao and Lo Cha Thao about a need to get

a blueprint.  There is no mention of Mr. Jack or that any blueprint then exists.

¶160:  May 21, 2007.  No documents or evidence are mentioned.

¶169:  May 23, 2007.  The Agent meets with Mr. Jack and Lo Cha Thao.  Lo Cha Thao shows the

agent a map of Thailand and Laos.  There is no mention of Mr. Jack having any documents.

¶171:  May 23, 2007.  Lo Cha Thao is given a list of questions by the agent.   

Contrary to the sweeping government’s assertion, what this series of paragraphs actually shows is that

after a 77 page affidavit and a 60 page opposition, the government can identify three documents that existed

and that were in Harrison Jack's possession at one time (¶ 44, a map of Laos; ¶ 63, notes of meeting on April

12, and ¶ 63, an inventory list).  Harrison Jack told the agent  he forwarded the inventory list and the

probability is that he also forwarded the map of Laos, since the purpose of providing it was to provide delivery

locations of  which Mr. Jack did not have knowledge.  So the only documentation that there is probable cause

to believe exists that Harrison Jack retained for at least one day are Harrison Jack's notes of an April 12, 2007,

meeting.  It is possible that he kept these notes for two months, although there is no evidence relating to

Harrison Jack in the affidavit to support this.  It is possible he threw his notes away.  It is possible that he kept

these notes in his home, though there is no evidence in the affidavit suggesting this.  But as to relevant

question:  was there probable cause in the four corners of the search warrant affidavit to believe these notes

from one day were in Harrison Jack’s home two months later, the answer is no.

As to the other items listed in the search warrant affidavit, there is absolutely no evidence in the four
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corners of the affidavit that these items exist or that they could probably be found in Harrison Jack’s home.

There is  no probable cause supporting the search warrant as to anything in Harrison Jack’s home. 

B.  Computer Records

The government opines in its opposition that computers can hold records, computers are ubiquitous,

and people who have computers usually put documents on them.  Under this theory every single defendant in

every single criminal case is subject to having his home and home computer searched.  The Fourth

Amendment would simply disappear if the government’s argument is permitted to prevail.

As indicated in his initial motion, there was evidence Mr. Jack had a Blackberry that could receive e-

mail messages.  There was no evidence anywhere in the affidavit that Mr. Jack had a computer, used a

computer, or, most significantly, stored any information relating to the alleged crimes on a computer.  In its

opposition, the government states that the magistrate judge could infer Mr. Jack had a computer because he

said he “forwarded” copies of a weapons inventory list to other people.  Gov’t Opp. p. 41.   The inventory list

Mr. Jack received was a hard copy, not a computer record.  See Def. Exh. A, ¶¶56, 63.  “Forwarding” a hard

copy record doesn’t suggest in any way the existence or use of a computer.  The government states that there

were a few isolated indications some other defendants may have had computer access; yet, there is nothing to

suggest a computer link of any kind between these other individuals and Harrison Jack.  

In addition to failing miserably as to the first prong (i.e. that computer records exist) and as to the

second prong ( that computer records would be found in Harrison Jack’s home), the government doesn’t even

seriously attempt to show that there are computer records associated with the alleged crimes.   The

government simply wanted to pore over all the records that might be on any computer that might be found in

Mr. Jack’s house, see what these records were and what they showed, then keep any records that might be

related to this case in any way.  This is almost the definition of a general search.

C. Connection to a Crime

Harrison Jack and many of the other defendants were involved with assisting Hmong refugees in this

country and with assisting displaced Hmong families in Thai refugee camps.  These are laudable efforts, not

criminal offenses.  The government’s affidavit for search warrant and the government opposition to this

motion, however, lumps anything and everything Hmong-related into the catch-all “evidence of a crime”

depository.  Similarly, the government attempts to argue that any concerted action among the defendants for

any purpose, lawful or otherwise, is somehow evidence of a “conspiracy.”  The government needs to be

reminded that only criminal conspiracies are crimes, and only evidence relating to the alleged criminal
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conspiracies are the proper targets of a search warrant.

Documents relating to a Highway Patrol visit have nothing to do with any crime.  Documents relating

to travel to meet political leaders about the plight of the Hmong are not related to any crime.  Currency,

whether in Thai currency or Laotian currency, must be linked to a crime.  Banking records must be linked to a

crime.  Tax returns “relevant to Laotian endeavors” by its very term is not linked to a crime.  Documents

relating to the CIA would almost by definition not be linked to a crime.  And it is beyond disgraceful for the

U.S. Government to assert that all documents relating to “charitable contributions solicited, made, or pledged

in support of Hmong refugees” are evidence of a crime, just as it is disgraceful for the government to assert

that all documents relating to contact with a duly elected state legislator is evidence of a crime.   

The government makes much of the fact the magistrate judge inserted the term “relevant to Laotian

endeavors” into one and only one section of the search warrant – the state and federal tax return information. 

Def. Exh. A, p. 2.  How in the world does this help the government?  First, it is not inserted as to any other of

the identified items to be seized; thus, the searching agents would read this as a blank check to search and

seize anything unrelated to “Laotian endeavors.”  Second, “Laotian endeavors” is not limited in any way to

illegal Laotian endeavors.  Third, there is no explanation anywhere what this term means.  If one defendant

had a dependant relative in Laos and lawfully deducted that relative on a tax return, it would be unlawfully

seized.  Not surprisingly, this vague insertion had no effect on the searching agents.  They simply seized all of

Mr. Jack’s tax returns.  See Def. Exh. D.  

The simple, indefensible facts are that this was a general search and seizure of every computer record

in Mr. Jack’s house and of every document relating in any way to Hmong or Laotian peoples.  

II.  All Computer Evidence Seized From Harrison Jack’s House Must Be Suppressed.

A short, summary time line regarding computer records demonstrates why the entirety of computer

records seized from Harrison Jack’s home must be suppressed.

A.  Computer Evidence Chronology

     Date Evidence

Pre-June 1, 2007 No evidence or documentation that Harrison Jack owns or uses a computer.  
                  No evidence a computer is present in Jack’s residence.

June 1, 2007 Sealed Affidavit to search Jack’s home signed by Magistrate Judge. 

Affidavit  seeks approval to search and seize the following: 

Any computer equipment and storage device capable of being used  to 
commit, further or store evidence of the offense listed above [emphasis added];
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Any computer equipment used to facilitate the transmission, creation, 
display, encoding or storage of data, including word processing equipment,
modems, docking stations, monitors, printers, plotters, encryption devices,
and optical scanners;

Any magnetic, electronic or optical storage device capable of storing data, 
such as floppy disks, hard disks, tapes, CD-ROMS, CD-Rs, CD-RWs, DVDs,
optical disks, printer or memory buffers, smart cards, PC cards, memory 
calculators, electronic dialers, electronic notebooks, cellular telephones, 
and personal digital assistants;

Any documentation, operating logs and reference manuals regarding the 
operation of the computer equipment, storage devices or software;

Any applications, utility programs, compilers, interpreters, and other 
software used to facilitate direct or indirect communication with the computer
hardware, storage devices or data to be searched;

Any physical keys, encryption devices, dongles and similar physical items
that are necessary to gain access to the computer equipment, storage devices
or data; and 

Any passswords, password files, test keys, encryption codes, or other 
information necessary to access the computer equipment, storage devices
or data.  Def. Exh. A, pp.  73-74.

June 1, 2007 Search order premised upon the following representations under oath by 
ATF Special Agent Erik Crowder and AUSA Ellen Endrizzi:

¶193:  Upon securing the premises, computer personnel will make an 
initial review of any computer and storage devices to determine if they 
can be searched on site in a reasonable amount of time;

If the computer devices can be searched on-site they will be searched on 
site;

Computer personnel shall make a copy of the data contained on each 
computer and seize the date images rather than the computer devices 
themselves;

Computer personnel will search the computer devices or date images 
within a reasonable time, not to exceed 60 days, from the date of 
execution of the warrant;

The government will return the computer device or delete the data image
if it does not contain data falling within the list of items to be seized 
pursuant to this warrant;

If the government needs additional time, it shall seek an extension of time
within the 60 day period.

June 4, 2007 Search warrant executed at 6:05 a.m.  The warrant authorized the agents
to remain searching until 10:00 p.m.

June 18, 2007 Search warrant returned.  

Government asserts that it completes mirror image of hard drive on seized computers.   
Discovery suggests it was completed on or December 19, 2007.  See TE083810    ]
Affidavit from ATF Agent Crowder that all computers have been returned to
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  The government concedes in its opposition to this motion that as of August, 2010, the government had3

not in fact returned all of Harrison Jack’s computer equipment.

11

defendants as well as copy of all mirror images.  Yet, government discovery states that3

the government retained the IBM clone tower, HP Pavilion laptop, and Iomega zip
(thumb) drive as late as December, 2007.   Defendant Jack did not receive a mirror
image of his hard drive in June, 2007 and some of Harrison Jack computer equipment
were returned significantly later. 

June 19, 2007 Government applies to unseal search warrant

June 20, 2007 Order granting application to unseal search warrant

August 3, 2007 60 day expiration date for computer search to be completed

December 19, 2007 ATF makes two mirror images of Harrison Jack’s computers, CD-Rom, 
and Zip disk.  

March 24, 2008 Forensic analysis of Harrison Jack’s computers and other
media completed by ATF agent.  

September 17, 2008 Joint defense motion filed for disclosure of government computer search methodology
and all results of its search.  [Government opposition originally due Oct. 16, 2008,
check this]

October 16, 2008 Application for Search Warrant to search mirror image copies of 
hard drives and computer media in ATF custody.  This application 
is signed by ATF agent Crowder.  The only mention in this affidavit
of the August 3, 2007 expiration date attached to the prior warrant is as 
follows:

“This affidavit is made in support of a request for a “roll over” search 
warrant for the mirror-imaged copies of the computer hard drives and 
other storage media that were seized pursuant to earlier search warrants.
As time for searching the computers has expired under the previous 
warrants, the United States seeks to secure a new search warrant.  This 
situation is analogous to an application for new search warrant for a 
cellular telephone that, despite have been seized and in government 
possession, never was searched and, months or years later, its contents
need to be reviewed before trial.”  

The agent further stated under penalty of perjury that “I respectfully assert
that the probable cause that existed to issue warrants for seizure of the 
computers/storage media back in June 2007 still exists today.”  This statement
is made even though numerous intercepted wiretapped phone calls in May, 2007,
showed that stated General Vang Pao forbade any violence.  

The affidavit further requests a 45-day period in which to conduct the 
searches.  

This affidavit was not given the same case number as the original search
warrant (which was not closed) , nor was it given the same district court number
assigned to this case.  On June 25, 2007, District Court Judge Damrell appointed
Magistrate Judge Drozd to hear all non-dispositive matters related to this case.  The
affidavit was not presented to him.  Nor was it presented to Judge Hollows, who issued
the original warrant; instead, it was presented to Judge Mueller.  In addition, this
warrant was sealed and the application was not served upon defense counsel.  
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October 30, 2008 Government files its opposition to the defense motion for disclosure of computer search
methodology.  In that response, the government stated :  “Search warrants were issued
in June 2007.  These warrants permitted, inter alia, the search of computers and
electronic storage media for the particular categories of items to be seized as set forth in
Attachment B to each warrant.  There was nothing unusual about the search warrants...
.” Opposition to Defendants’ Joint Motion for Disclosure of Government Computer
Search Methodology at 2:12-16.  The government further asserted:

First, the United States had a computer specialist load the contents of
the hard-drives and electronic storage media into a computer program that
allowed key word searches.

Second, the agents and the attorneys for the United States created a
list of key words and phrases, in English and in Hmong, so that an initial
culling of the stored material could be done without having to review every
file. This was done to conserve limited resources. Because the search
warrant authorized the seizure of certain maps and photographs, all of the
files that had extensions indicating the presence of images or pictures were
loaded into the database and would have to be reviewed individually.

Third, the computer specialist ran the initial list of terms and
compiled a second database of files that were responsive.

Fourth, a "taint team" of agents, who were not primary case agents in
this investigation, reviewed the identified documents in the second database,
identified those files that appeared to contain information subject to seizure
under the search warrants, made notes containing facts and impressions, and
identified the information for further review by the case agents. The taint
team also reviewed every . jpeg/image file to determine whether the images
were within the scope of the warrants and subject to seizure.

Finally, the case agents reviewed the files provided by the taint team,
consulted with the attorneys for the United States regarding trial strategy for
the electronic evidence and possible use as exhibits at trial, and made further
notations regarding particular defendants, relevance to particular counts in
the indictment, and connections between other existing evidence.  Page 9,
line 27 - page 11, line 1.  

This response fails to mention the renewed search warrant and strongly implies the computer search
has already been completed. 

December 11, 2008 Return filed on October warrant.  

It is not possible to write a more general warrant for computer information than this one.  There is not

a single mention in the affidavit about “floppy disks, hard disks, tapes, CD-ROMS, CD-Rs, CD-RWs, DVDs,

optical disks, printer or memory buffers, smart cards, PC cards, memory calculators, electronic dialers,

electronic notebooks, and personal digital assistants.”  There is not even a  hint that these items exist, that

these items exist in Harrison Jack’s home, or that these items are connected in any way to any of the alleged

offenses.  Yet, the warrant authorized all of these items to be search and seized.   When this boilerplate

language appears in computer fraud or child pornography cases, there is at least something suggesting why

such items can be seized or searched.  There is nothing of that sort in Harrison Jack’s affidavit.  

Equally as significant, the government did not follow the protocols sworn to before the magistrate

judge who issued the warrant.  Government agents repeatedly copied and searched every single one of
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Harrison Jack’s computer files, regardless of whether it had any connection to the underlying case or not.  

The government subsequently went judge shopping with an incomplete, misleading and sealed affidavit, so as

not to alert the issuing magistrate judge, the magistrate judge assigned by this court to handle the matter, or

the defense to what the government was doing.   And the government filed an opposition to the motion

without supporting declarations or other evidence to support numerous factual allegations in their pleading.

All of these facts will be inquired into at the scheduled evidentiary hearing and, if the court approves,  will be

addressed (along with whatever answers the witnesses choose to give) in a post-hearing brief addressing

outrageous government misconduct.  

B.  The Warrant for Mr. Jack’s House was Definitely Not “Sufficiently 
      Particular”  

The government contends that the search warrant for Mr. Jack’s residence was “sufficiently”

particular.  Under the Fourth Amendment, this means that the warrant particularly describes the things to be

seized.  Every single paragraph describing the computer-related items to be seized starts with the word “Any.” 

Nothing could be less particularized.  The paragraphs describing the non-computer information to be seized

often start with “documents, records, communications, and materials” with the obvious intention for this to

mean all documents, all records, all materials.  See Def. Exh. A, pp. 67-69.  Again, this is the opposite of

particularized.  

Perhaps realizing this, the government’s opposition attempts to characterize the unlimited list of things

to be seized by arguing that the warrant lists “categories of documents.”  But closer examination of these

“categories” shows the same level of non-particularity:

1.  Materials, communications, and photographs concerning firearms requiring registration.

The alleged crimes are the purchase, use, or transport of unregistered firearms.  Virtually every

type of firearm, even lawfully possessed firearms, are required to be registered.  

2.  Maps and photographs of Thailand and Laos generally, refugee camps in Thailand and Laos.

A National Geographic with stories on either country would be seized.  A world map would be seized.

A travel brochure of either country would be seized.  And most significantly, totally lawful material relating to

providing humanitarian assistance to refugees in Thailand or Laos would be seized.

3.  Materials relating to a visit to the California Highway Patrol.

This is not a crime.  

4.  Documents and materials relating to travel to Southern California, Chicago, Wisconsin, Minnesota,
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Washington, D.C., England, Southeast Asia.

If anyone wanted to personally petition Congress for redress of grievances, those materials would be

seized.  If anyone wanted to visit a relative in any of these places, that material would be seized.  If anyone

wanted to take a vacation to any of these listed places, that material would be seized.  

5.  United States, Thai, or Laotian currency equal to or more than $2,000.

There is not even an attempt to link this to any crime.  

6.  All  banking records;  all cancelled checks

What is remotely particularized about this category?

7.  All tax returns for any and all years

The magistrate judge added to this category “relevant to Laotian endeavors.”  How is a searching agent

going to know what that is supposed to mean?  And if the tax return is by someone from Laos,  or someone

who is still a Laotian citizen, all that person’s returns would relate to Laotian endeavors.  

8.  Documents regarding or referencing the CIA

If there was a Sac Bee or NY Times article about the CIA, the entire newspaper  would be seized.  

9.  Documents and materials indicating charitable contributions to any organization with the purpose

of aiding the Hmong people.

Amnesty International, the International Red Cross, the UN Commission on Refugees have all lawfully

attempted to aid the Hmong people.  

10.  Documents and materials related to a former state senator.  

No limitation on this category.

Other “categories” are subject to similar analysis.  But the point is that these categories are so broadly

worded that there is no guidance to searching agents and no effort to limit the search to evidence relating to

one of the listed crimes.  

III.  Labeling the Numerous Omissions and False Statements as Non-Cognizable
       Is Not An Answer.

The defendants’ motion identified numerous material omissions and false statements in the original

motion.  The government set forth a summary response to this as Exhibit 1 to its opposition.  Because the

government’s opposition does not link its summary response to any affidavit signed by a person with

knowledge, it is impossible to differentiate between unsupported assertions by the government and assertions

based upon true factual evidence.  Thus, in light of the court’s scheduling of an evidentiary hearing addressing
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the false and material omissions in the wiretap and search warrant affidavits, the defense shall present its

“reply” in the form of cross examination questions of the people responsible for these affidavits.  

IV.  All The Evidence Obtained Pursuant to Search Warrants In this Case Was the 
        Tainted Fruit of at Least One Illegal Action.

All of the residential search warrants obtained in this case referenced at length information obtained

from the illegal wiretaps on Harrison Jack and Lo Cha Thao’s phones.  See Defendants’ Motion to Suppress

Illegal Wiretaps and Defense Reply.  All of the search warrant affidavits contained material omissions and

material false statements.  When illegally tainted evidence is included in a  search warrant, a reviewing court

must excise the offending portion of the warrant and reevaluate whether the affidavit supports probable cause

without the illegal evidence.  See United States v. Bishop, 264 F. 3d 919, 924 (9  Cir. 2001).  The full extentth

of the taint in this case will not be apparent until after the scheduled evidentiary hearing, as the defense

intends to cross examine witnesses on this issue.

The government opines that the second computer warrant was somehow legal.  This is despite

uncontradicted evidence that the government promised the issuing magistrate judge it would take certain

action, but failed to do so.  The government characterizes its actions as “appropriate and reasonable” when, in

fact, these actions were illegal.  Moreover, the question is not, as the government opines, whether the

“extraordinary remedy of suppression” is warranted; as indicated above, suppression of the computer evidence

is essentially mandated.  The question is whether the extraordinary remedy of dismissal is warranted, as the

circumstances surrounding the second warrant strongly suggest additional misconduct by the government. 

The full parameters of the government’s conduct concerning this warrant will be examined in the scheduled

evidentiary hearing.  

 V.   The Evidence in this Case Rather Than the Government’s Arguments 
       Shows An Abundance of Bad Faith and the Absence at Almost Every Level 

Of Any Good Faith. 

The good faith exception presupposes that the officer seeking a warrant act according to law  and any

error be the result of judicial or clerical error.  The wiretap and search warrant affidavits in this case were so

rife with material omissions and misstatements, that “good faith” of the affiants is simply not possible. 

Moreover, the government so blatantly ignored representations it made to the issuing magistrate judge about

the computer searches, that good faith is not even remotely at issue.  

More significantly, a government agent acting in good faith would know that he or she may only

search for evidence particularly identified in the warrant and connected in some manner to the alleged
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  This reply was not finalized in time to be circulated to all defense counsel.  Although all defense4

counsel join in this motion, they will need some additional time to supplement this motion with evidence
and arguments relative to residential searches of other homes.  These supplemental replies will be filed
as soon as possible with the court.  
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offenses.  Seizing all of Harrison Jack’s computer files – all of them – as well as all his tax returns, without

any evidence linking these records to any crimes is not a good faith search or  seizure.   

Conclusion

For all of the above-reasons, the arguments raised in Defendants’ initial motion, and the evidence that

will be revealed at the scheduled evidentiary hearing, Defendants’ motion to suppress the residential searches

in this case should be granted.     4

Dated: September 10, 2010 Respectfully submitted,

/s/ Daniel J. Broderick            
DANIEL J. BRODERICK
Federal Defender
JEFFREY L. STANIELS
BENJAMIN D. GALLOWAY
Assistant Federal Defenders
Attorneys for Defendant
HARRISON JACK

Dated: September 10, 2010 /s/ Mark J. Reichel                
MARK J. REICHEL 
Attorney for Defendant
LO CHA THAO

Dated: September 10, 2010 /s/ William J. Portanova        
WILLIAM J. PORTANOVA 
Attorney for Defendant
LO THAO

Dated: September 10, 2010 /s/ Krista Hart                       
KRISTA HART 
Attorney for Defendant
HUE VANG

Dated: September 10, 2010 /s/ Dina Lee Santos              
DINA LEE SANTOS 
Attorney for Defendant
CHONG YANG THAO 

Dated: September 10, 2010 /s/ Michael B. Bigelow         
MICHAEL B. BIGELOW
Attorney for Defendant
SENG VUE 
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Dated: September 10, 2010 /s/ Shari Rusk                        
SHARI RUSK
Attorney for Defendant
CHUE LO

Dated: September 10, 2010 /s/ Danny D. Brace, Jr.           
DANNY D. BRACE, JR.
Attorney for Defendant
NHIA KAO VANG

Dated: September 10, 2010 /s/ Hayes H. Gable, III          
HAYES H. GABLE, III
Attorney for Defendant
DANG VANG 

Dated: September 10, 2010 /s/ Bruce Locke                      
BRUCE LOCKE
Attorney for Defendant
JERRY YANG

Dated: September 10, 2010 /s/ Peter Kmeto                       
PETER KMETO
Attorney for Defendant
THOMAS YANG
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DECLARATION OF HARRISON JACK

I, HARRISON JACK, hereby declare under penalty of perjury as follows:

1.  At the time of the search warrant attached as Exhibit B to the Defense Motion to Suppress, I resided

at the Woodland, California address on the first page of that warrant.  

2.  The documents, papers, and effects searched at or seized from that residence, including electronic

media, were in the custody and control of either me or the joint custody and control of my wife.

3.  I did not consent to the government’s initial search of my residence or to any subsequent searches

of property or electronic media seized from my residence.  

4.  The wiretaps that are the subject of another motion in this case were on phones either used and

subscribed to by me or on a phone that I either called or received calls from.  Some conversations I had with

Lo Cha Thao were intercepted as the result of a wiretap placed on Lo Cha Thao’s telephone.

Dated:  September 10, 2010 /s/ Harrison Jack_______
HARRISON JACK
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